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Abstract. Advances in information technology
during the past decade have resulted in a pro-
liferation of clinical information systems dedi-
cated to different user groups and clinical
functional areas. This, in turn, has created the
need for hospital-wide management and inte-
gration of information, and has triggered major
efforts towards the development of integrated
hospital information systems as a building
block of integrated regional healthcare net-
works.

The diversity of hospital organizations, the
complexity of clinical protocols and proce-
dures, as well as the different preferences of
various user groups make it extremely difficult
for a single monolithic information system to
effectively serve the needs of an entire
healthcare organizational structure. Thus, in-
formation and telecommunications systems
must primarily provide the infrastructure to
support the effective integration of distributed
and heterogeneous components, ensuring over-
al integrity in terms of functional and infor-
mation interworking. This approach, i.e. the
integration of heterogeneous autonomous dis-
tributed systems, to developing and managing
regional healthcare networks ensures the trans-
fer and integration of consistent information
between healthcare facilities, without imposing
congtraints on the operation of individua clini-
cal units.

This paper presents the results of an ongoing
effort for the design and implementation of an
architecture, based on digital library technolo-
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gies, for the provision of user-oriented telem-
atic services in a regional healthcare network.
Specifically, it addresses issues related to the
provision of user-oriented services, transparent
to the needs of different user groups and the
requirements of specific tasks, based on: a)
meta-information for the creation of an infor-
mation infrastructure for the regiona
headlthcare network which is, effectively, a
multimedia distributed digital library, b) intel-
ligent information retrieval strategies to selec-
tively retrieve information from multimedia
data, c) agent-based technologies for effective
service delivery adapted to the current user
needs and the task at hand, and d) middleware
services that explicitly reveal not only the
characteristics of the information sources, but
also address the context of specific telematic
services, through appropriate mediation
mechanisms.

Key words: virtual patient record, regional
healthcare networks, telematic services, digita
medical libraries, metadata, mediation, mid-
dleware services, healthcare information infra-
structure, agent-based technol ogy.

1. Introduction

The explosive growth in network connectivity
and the rapid advances in computing power are
replacing the older notion of standalone infor-
mation utilities with newer notions of intercon-
nected digital libraries. In the digital library,
users must simultaneously access multiple dis-
tributed information sources that differ in con-




tent, form, and source types. In this context,
conventional notions of information retrieval
limit the kind of interaction that is observed in
actual work. The wide variety of waysin which
information is arranged, sought, and used in
physical workspaces strongly suggests the im-
portance of providing an equally rich and
flexible environment for interacting with in-
formation in electronic workspaces [58].

The current trend in healthcare information
technology is increasingly digital and multime-
dia-oriented. The next generation of healthcare
information systems will consist of a large
number of heterogeneous, autonomous, and
distributed information systems, knowledge-
intensive applications, and large quantities of
multimedia medical data. Hence, as stated in
[74] ‘akey challenge facing system researchers
and buildersis to provide a new organizational
framework that can integrate this heterogene-
ous collection of resources into what appears to
be a uniform conglomeration of data and
knowledge to increase the availability of previ-
oudly inaccessible information and to address
the demanding information processing re-
guirements of modern medical applications'.
Many other researchers and relevant bodies are
recognizing the regquirement for developing a
Healthcare Information Infrastructure (HII)
[10,12,15,29,44,46,75,76], introducing con-
cepts such as the Medical Image Informatics
Infrastructure within the integrated hospital
environment [32,74].

The creation of the Healthcare Information
Infrastructure (HII) is driven by, among other
things, the need for:

e data on outcomes of medical cases that
will enable effective choices and compen-
sation of providers,

e automation of mundane tasks to place the
focus on patient needs rather than paper-
work,

¢ empowerment of consumers to become
more actively involved in their own
healthcare,

¢ flexible remote access to relevant infor-
mation in order to ensure the continuity of
care from the site of an accident, to the
healthcare centers and the home of the pa-
tient,

e continuous process improvement through
integrated and distributed information
technology.

Existing and emerging digital library technolo-

gies provide a promising approach to the com-

plex problems involved in any effort at devel-
oping the healthcare information infrastructure.
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In fact, the hedthcare information infrastruc-
ture may be viewed as a distributed digital li-
brary.

This paper presentsinitial results of an ongoing
effort for the design and implementation of an
architecture, based on digita library technolo-
gies, for the provision of user-oriented telem-
atic services in a regiona healthcare network.
Specificaly, it addresses issues related to the
provision of integrated telematic services
transparent to the needs of different user
groups and the requirements of specific tasks,
employing agent-based technology for intelli-
gent information management and retrieval, as
well as meta-information and other enabling
middleware services. Meta-information is used
in the creation of a healthcare information in-
frastructure model for the regional network
(i.e. HRDM), which includes specific compo-
nents of the virtual patient record, the regiona
healthcare resources and actors (section 4.2.2).
Intelligent information retrieval strategies are
employed to selectively retrieve regiona in-
formation pertinent to the current user and the
on-going medical act [2,5,56,71]. Information,
interface, and task agents contribute towards
effective service delivery, responding to the
current needs of each user and the requirements
of each task of interest [63] (section 4.2.3).
Finally, arange of middleware services ensures
the seamless and secure integration of the vari-
ous information sources [72].

2. Current Trendsin Healthcare
Telematics

The healthcare organizational structure is natu-
raly distributed, consisting of geographicaly
distributed medical centers in a hierarchy of
regional hospitals down to individual genera
practitioners. The objective of this structure is
to offer comprehensive medical care at a local
and regiona level with continuity across dif-
ferent levels of the hierarchy. Moreover, due to
the greater mobility of patients and the popula-
tion as a whole, national, and international
healthcare networks are increasingly used to
facilitate the sharing of heathcare-related in-
formation among the various healthcare actors.
This sharing of information resources is gener-
aly accepted as the key to substantia im-
provements in productivity and better quality
of service [65]. Hence, athough each
healthcare facility is autonomous and devoted
to the delivery of a particular set of services,
continuity of care requires that different
healthcare facilities, offering complementary
services or different levels of expertise, ex-
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change relevant patient data and operate in a
cooperative working environment [16,22].

During a single healthcare episode, medical
care is administered by many professionals,
involved in a variety of medica acts.
Healthcare administration personnel,
healthcare professionals, social care profes-
sionals, as well as patients need to selectively
interact with healthcare-related information.
Each of these user groups has different needs
in terms of information access, security and
quality of service, and is involved in different
tasks, medical acts, and healthcare procedures.
In addition, the requirements of each user af-
fect information retrieval and presentation
strategies, and the overall interaction with the
information space.

The evolving hedthcare information infra
structure is also characterized by the fact that
the bulk of medical data is managed by differ-
ent specialized systems, designed to support
the search for particular data types. For exam-
ple, MRI scans, EKGs, laboratory reports, and
administrative records of the same patient typi-
caly reside in separate autonomous informa-
tion systems. Thus, comprehensive information
about a patient is difficult to obtain efficiently,
unless these distributed segments of an elec-
tronic patient record can be integrated into a
virtual patient record and viewed on-line
through a unified user interface and visualiza-
tion environment [20,21,34,40,55,56, 64].
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Fig. 1: A regional heathcare network should provide
integrated user-oriented services, in the context of a
collaborative environment that ensures continuity of care
under strict security and authorization policies.

Thus, current trends in healthcare call for inte-
grated user-oriented telematic services or end-
user services, which ensure prompt and secure
access to information resources, provided
proper authorization is available. To achieve
this goal, complex problems and issues related
to data heterogeneity, heterogeneity of platform
and service requirements, complex protection

and authorization policies, and interoperability
protocols and standards for information ex-
change need to be addressed. Thus, the
healthcare information infrastructure must pri-
mearily provide the framework for the effective
integration of distributed and heterogeneous
components, ensuring overall integrity in terms
of functional and information interworking,
while advances in network technology should
enhance and extend applications, rather than
replacing or making them obsolete [45].

2.1 Integrated User-Oriented Telematic
Services

A regional healthcare network providing inte-
grated user-oriented telematic services to user
groups with different information and quality
of service needs presents a significant degree
of complexity. This is partly due to the wide
spectrum of the services provided. Further-
more, interoperability among telematic services
and stand-alone applications is critical, since
services and applications share data and infor-
mation. For example, during a remote telecon-
sultation session, a specialist in a central hos-
pital who is consulted on the state of a patient,
needs to have access to patient data such as
patient history, laboratory exams, radiology
exams, etc. Moreover, since these telematic
services contribute multiple access points to
the information space, consistency issues are of
major importance. For example, a radiologist
within the hospital may use a reporting work-
station to enter a diagnostic report, while the
referring physician may access the same infor-
mation through a universal medical browser
[20,40,64]. Hence, user-oriented telematic
services need to be part of a collaboration envi-
ronment that ensures the continuity of care and
information sharing, under strict security and
authorization policies. As shown in Fig. 1, the
telematic services which are typically delivered
within a regional heathcare network may be
classified into five basic classes: patient data,
resource availability and allocation, collabo-
ration, decision support, education, and
added-value services.

Patient data-oriented services provide access
to the critical core of data managed by the re-
giona healthcare network by facilitating alter-
native views of the virtual patient record,
which consists of al signed or certified patient-
related information including demographics,
reports, billing, etc. As a consequence, they
display a high degree of complexity and het-
erogeneity both in terms of the contributing
information sources and the user groups that



need access to these services. Different views
of the relevant information space need to be
established for different user groups based not
only on their information needs and privileges,
but also on the current medical act or proce-
dure. Alternative views may be encounter-
centered, problem-centered, task-centered,
patient-centered, or user-defined temporal
snapshots. Furthermore, due to the sensitivity
of the information maintained by the compo-
nent information systems, advanced security
and authentication methods need to be em-
ployed. In addition, patient data services need
to interoperate with other classes of services to
enable cooperation among users and access to
healthcare resources and facilities.

Resource-oriented services facilitate the inter-
action of various users with information and
services related to resource availability and
allocation. User services in this class include
facility information, appointment booking, spe-
cialist availability, and ambulance assignment.
Again, different user groups have access to
different views of the healthcare resource in-
formation at a different quality of service or
priority. For example, the public should have
access to information on the facilities and ex-
pertise available in each healthcare center and
be able to book an appointment with a specific
physician or department [8]. As another exam-
ple, the operator of an emergency coordination
center needs instant access to accurate ambu-
lance availability, location, and equipment in-
formation to effectively manage a response to
an emergency [41]. These examples involve
different user groups with different quality of
service needs and different authorities.

Collaboration services bridge the gap created
by the physical distance separating the users.
Note that collaboration is an essential aspect of
any service, since ‘it promotes socia interac-
tion and person-to-person exchange of vital
information’ [68]. This class of services en-
ables teleconsultation  sessions  among
healthcare professionals to compensate for the
lack of experienced or specialized personnel, to
address emergency situations, to evaluate the
severity of a situation, etc. It effectively makes
expertise a shared resource, wherever it may
exist. As another example, telemonitoring
services establish collaboration between the
patient and physician and enable the delivery
of healthcare at the home of the patient. Thus,
patients receive timely attention, while the op-
erational costs of hedlthcare centers are re-
duced. Furthermore, as far as community care
is concerned, collaboration among user groups
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that share the same chronic medical condition
may provide comfort through the sharing of
useful information and experience (specia in-
terest groups).

Decision support services provide access to the
distilled knowledge associated with digital li-
braries, as well as specific medical procedures
and acts. Example services in this class include
a drug interaction service provided by a regis-
tered pharmaceutical company, access to diag-
nostic data bases, access to epidemiological
studies and reports, as well as evaluation tools
and methods which can be provided by special
instruments. Usually, these services are pro-
vided by specialized systems located at referral
healthcare facilities. Despite their importance,
these services cannot be afforded by small
healthcare centers, even though they may be
critical in the treatment of geographically iso-
lated patients. Remote access to these services
is usualy restricted and charged. These serv-
ices may be offered through an advanced net-
work of digital medical libraries.

Educational services are especially important
in a rura region where access to information
sources is scarce. Hedthcare professionals
should be able to access the educational mate-
rial of digital medical libraries. At the same
time, the public should have access to informa-
tion relevant to diseases common in their re-
gion, so that public awareness is raised and
continuity of care is effectively supported.
Thus, geographic isolation may not hinder the
sharing of knowledge among healthcare profes-
sionals, since medical students and healthcare
personnel can benefit from the interaction with
repositories of medical cases and remote
teaching facilities [37,43].

Finally, added-value services extend the serv-
ices discussed in the previous paragraphs and
provide specialized support to healthcare pro-
fessionals. Image processing services, access to
specialized indexing and search engines, in-
formation filtering and prefetching, content-
based image indexing and retrieval engines,
and personalized interface, task, and informa-
tion agents are all examples of services that
facilitate efficient and effective utilization of
the information space [49,63,66,70].

3.  Architectural Framework

Two models of the HII are particularly useful
for identifying fundamental technology issues.
The HII functional services model [75,76] de-
scribed below provides a logical model of the
relationships between applications and the un-
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derlying services that support their develop-
ment and use. The HII reference architecture
model, identifies the mgjor functional elements
of the infrastructure and their interfaces and
protocols. The latter is the one used in our
work and is presented in section 4.1.

m ..................... Application
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Middleware
(distributed system services)
Distributed Information Application User Financia
Computing Management | | Cooperation Interface
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Fig. 2: Layered architecture of the healthcare information
infrastructure.

3.1 Healthcare Information I nfrastruc-
ture: Functional Services Model

Users are primarily interested in information
processing applications, which they may own
or gain access to as end-users via communica-
tions networks. These services are ‘enabled’ by
other underlying, transparent services provided
by information and network service providers.
Applications and enabling services will in turn
employ certain information processing services
and systems for data transport, which may be
distributed throughout the HIl. Thus, the HII
consists of three basic components. applica-
tions, enabling (or middleware) services, and
physical infrastructure. These components can
be mapped onto the functional services frame-
work model shown in Fig. 2, as a layered ar-
chitecture [7].

The functional services model is similar to
models of network protocols, but is more gen-
erally intended as a way to think about the
components of a feature-rich, flexible, open,
and distributed infrastructure. The physical
infrastructure contains the basic processing and
communication components of an information
system. The enabling services provide general
system-related functionality for applications
using the infrastructure. These services are
those essential for the HII to meet its goals and
requirements and are categorized as follows:

e Distributed computing services provide
the functionality that links multiple sepa-

rate nodes into one distributed system
(network services, location services, secu-
rity services, etc.)

¢ Information management services organ-
ize, store, and retrieve information.

* Application cooperation services enable
applications to “cooperate” in order to
create common multiple end-user services.
Typical services include messaging serv-
ices, object request brokers, workflow
managers, agents, and encapsulation fa
cilities.

e User interface services present informa-
tion to and acquire information from the
users, thus providing the necessary link
between users and the HII.

* Financial support services support al
commercial and personal financial trans-
actions.

Finally, applications are information process-

ing tools that provide functionality to the user.

The underlying enabling services and physical

infrastructure supply the means by which ap-

plications deliver their functionality.

3.2 Healthcare Information I nfrastruc-
ture Requirements

The development of a HII for the delivery of
customized, secure, integrated user-oriented
telematic services requires the design of an
architectural framework that is heterogeneous,
open, distributed and extensible, with multiple
points of access [15]. In developing an inte-
grated framework for the provision of health-
telematic services, one must consider the het-
erogeneity of information sources, user needs
and privileges, as well as tasks to be per-
formed. Specifically, such a framework must
dynamically encompass new types of applica-
tions and systems including real-time monitor-
ing and alarms (e.g. ICU), transaction systems
(e.g. billing), office automation tools, and con-
sumer-based interactive systems (e.g. WWW).
The employment of standardized healthcare
components enable plug-n-play integration of
distributed healthcare information systems
[24].

Specific requirements for the development of
the HII are security and authentication, quality
of service, integration, extensibility in terms of
information sources and services as well as
support for task-oriented workflows and multi-
ple overlapping views of the information space.

Different user groups and individual users
should acquire different privileges and authori-
ties, in accordance to their current role and the



on-going medical act. The explicit enforcement
of appropriate security and authentication
policies is a critical factor in the adoption of
new technology in the healthcare domain.

Quality of service is another major require-
ment, for information to be delivered in a
timely manner, without compromising the ac-
curacy of this information. Furthermore, one
has to take into account timing requirements in
determining the precision and quality of data to
be transmitted, so that bandwidth is conserved
and latency is reduced. Quality of service is
also closely related to priority issues. In case
that multiple service requests arrive at a service
station, a priority should be assigned to each
request based on properties such as emergency
level, requester class, and requested quality of
service.

Integration of heterogeneous information
sources should be facilitated through appropri-
ate protocols and standards of information ex-
change that ensure the interoperability of the
underlying systems. Data, presentation, control,
and functional integration issues [40] come
into play when users address heterogeneous
sources of information. Information integration
should not require any changes to the existing
data repositories and applications to avoid the
costly data extraction, data conversion, or ap-
plication conversion. Thus, the role of media-
tion services that bridge the semantic gap
among non-uniform systems and services is
very important [27,30,31]. Overall, an integra-
tion architecture is judged by its operational
effectiveness (cost, schedule, effectiveness),
user performance (response, profile of infor-
mation requests), supported information inte-
gration services (task, data, and syntax seman-
tics), breadth of information coverage, and
evolution.

Extensibility of information sources and serv-
ices is aso critica to the evolution of
healthcare networks at a regional, national, and
probably transnational scale. As far as infor-
mation sources are concerned, extensibility
applies to the number and type of information
sources in the form of information systems and
data repositories, which can be included in the
information space. Information coverage is
another important aspect of extensibility and
refers to the precision and accuracy of the se-
mantic mapping among the global information
model and the information model of a particu-
lar information source. Information coverage
frequently necessitates an iterative process,
which may be at a different stage when differ-
ent user groups and tasks are concerned. Thus,
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it is important that the architectural framework
provides tools to assist this iterative informa-
tion coverage process. Finally, service cover-
age refers to interoperability among services
and information sources. In this case, middle-
ware services enable the inclusion of new
services and the binding of existing services to
newly attached information systems.

Finally, task-oriented workflows define a vari-
ety of contexts within which the previously
mentioned issues should be adequately ad-
dressed. Region-wide task-oriented workflows,
and the appropriate middleware services en-
acting them, support the efficient handling of
medical acts and processes, and the tracking of
patients as they are seamlessly moving within
the healthcare environment [25,35].

3.3 Digital Library Technologies

The digital library community has addressed
the issues and requirements described in the
previous paragraph. In fact, the heathcare in-
formation infrastructure may be viewed as a
distributed digital library. A number of digital
library projects deal with issues related to the
high-level integration of heterogeneous infor-
mation sources [1,3,4,6,62]. A digital library is
popularly viewed as an electronic version of a
physical library. However, the replacement of
paper by electronic storage, leads to major dif-
ferences including storage in digital form, di-
rect communication, and copying from the
master version. Furthermore, a digita library is
only one element in the process of creating,
storing, accessing, selecting, and distributing
information. While the technical focus of digi-
tal library research is on the central functions
of storage and access, magjor changes will oc-
cur, in all elements of the information genera-
tion to distribution chain, in the future systems
[71].

Although there is no formal definition of a
digital library, one could define its basic char-
acterigtics. The collection and management of
information repositories that may reside on
different computers characterize a digital li-
brary. Each repository is separately organized
under a different schema or not organized at
al, and a global structure is imposed on the
information space. A single interface is avail-
able for searching all repositories. Queries are
based on the structure of the component re-
positories, which are described through the use
of metadata and, sometimes, the data them-
selves. Finaly, a digital library takes care of
interoperability by utilizing separately the local
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tools of each repository and combining their
functionality and results.

Thus, heterogeneity in its various forms is one
of the basic problems addressed by a digital
library [4,52]. Furthermore, a digital library
should conform to a set of basic principles [2],
which also apply to the healthcare domain.
Namely: a) adigital library exists within alegal
and social framework (i.e. domain-specific), b)
digital library concepts are hindered by termi-
nology, c) the architecture of a digital library
should be separate from the content, d) a digi-
tal library should utilize metadata as handles to
the actual information, €) the objects delivered
to the user may be different from the stored
objects (i.e. abstracted information), f) each
digital library repository is responsible for the
maintenance of the information it contains, g) a
digital library should address the concept of
collection, since users are interested in intel-
lectual work, not digital objects.

There are several digita library projects
worldwide, addressing issues such as
interoperability, economic models, low band-
width retrieval, multilingual interfaces, etc. The
Stanford Digital Library Project aims at pro-
viding an infrastructure that enables
interoperability among heterogeneous,
autonomous digital library services, such as
search and information processing. An extensi-
ble metadata  architecture promotes
interoperability among existing and de-facto
metadata standards by including attributed
proxy models, attribute model trandlation
services, metadata information facilities for
search services and local metadata for infor-
mation services. These components of the
metadata architecture provide, exchange, and
describe metadata for information services.
Metadata repositories maintain structured de-
scriptions of both the collections where the
search proxies have access and the search ca
pabilities of the proxies. Autonomous services
and collections in a distributed heterogeneous
environment are accessed indirectly by proxies,
which facilitate compatibility and
interoperability through the utilization of meta-
data

European research organizations and national
libraries are leading participants in an interna-
tional effort to create a standard container ar-
chitecture for metadata. A recent workshop,
held in April 1996 at the University of War-
wick, was organized by the United Kingdom
Office for Library and Information Networking
(UK) and the Online Computer Library Center
(USA). The participants included representa-

tives of several nationa libraries as well as
software companies and universities. The
Warwick workshop achieved consensus on a
limited core of description elements (the so-
called Dublin Core) and on the basic design of
a container architecture for encapsulating these
core elements with other sets of metadata
[38,70]. Examples of such metadata, or ‘data
about data’, include library catalogue records,
specialized descriptions (e.g., for maps), terms
and conditions of use, pricing and payment
information, and labels for sexua or violent
content. The architects of this so-called War-
wick Framework are seeking to implement the
container concept in a variety of ways. The
simpler implementations will use existing
HTML tags and compound MIME-typed
documents, and will work on today's World
Wide Web with minor extensions. More pow-
erful implementations will use a CORBA-like
[14] distributed object framework. A proposed
Nordic Metadata Project between the national
library systems of Sweden, Finland, and Nor-
way is developing and extending this system,
adapting it to Scandinavian formats and cata-
loguing standards.

As an example of evolvable, integrated, added-
value services of educational value, consider
the Visible Human Project [1,69], that has cre-
ated a digital medical library including CT,
MRI, and anatomical images of human cadav-
ers. The long-term goa of the project is to
make the print library and the image library a
single, unified resource for health information.
To achieve this goa, methods will be devel-
oped to link image data to symbolic text-based
data, which is comprised of names, hierarchies,
principles, and theories. Hence, a system of
knowledge structures, which will transparently
link visual knowledge forms to symbolic
knowledge formats, will be created. However,
athough experiments are being done using
generalized linkage methods like the use of
hypermedia where words can be used to find
pictures and pictures can be used as an index
into relevant text, standards do not currently
exist for such linkages.

There are two architectural models for provi-
sioning networked applications, facilitated
through vertical and horizontal integration
[45]. In the extreme form of vertical integra-
tion, a dedicated infrastructure is used to real-
ize each application. In contrast, one or more
integrated bitways, a set of middleware serv-
ices, and a diverse set of applications charac-
terize the horizontal integration model. An
important feature of horizontal integration is



open interfaces, whose purpose is to contribute
to modularity through the separation or inde-
pendence of the application from the “execu-
tion engine” upon which it runs, which we call
“platform independence.” A genera approach
that has been advocated in many recent re-
search projects dealing with networked hetero-
geneous information servers, examples are the
TSIMMIS project at Stanford [54] and the
Garlic project at IBM [9], is to identify the
functions of mediators and wrappers or trans-
lators. Typically, wrappers or translators con-
vert data from multiple sources into a common
model, and mediators integrate data provided
by multiple trandlators, in the common model
[22]. The corresponding domain-specific mid-
dleware services facilitate multiple views to the
underlying information sources redizing the
so-called cooperative information systems,
which are both flexible and efficient.

The approach currently supported by a number
of standardization bodies, digital library initia-
tives, and R&D projects funded around the
globe, model the HII as a distributed collection
of objects which provide the appropriate
framework for integrating resources in these
environments. The target framework naturally
implies a three level hierarchy: networked ap-
plications and user-oriented services, middle-
ware services, and infrastructure or bitways
[42,45]. Networked applications are distributed
across a heterogeneous telecommunications
and computing environment, providing value to
the user through collections of functionality.
Middleware is a horizontal layer residing on
top of a set of networked computers, providing
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a set of enabling services with standard pro-
gramming interfaces and communication pro-
tocols, even though the underlying hosts and
OS may be heterogeneous [17]. Middleware
services provide functionality of a generic or
supportive nature that is available for use in
building all applications and is provided as part
of a computing and telecommunications infra-
structure. Examples of middleware services
would be audio or video transport, file-system
management, printing, electronic payment
mechanisms, encryption and key distribution,
and reliable data delivery. Bitways are network
mechanisms for transporting bits from one lo-
cation to another. In this framework, basic and
emerging system integration technologies (e.g.
CORBA, DCOM) will aleviate the ‘islands of
technology’ syndrome; while methods and
tools providing middleware and migration
paths for the integration of legacy systems will
lead to truly open and interoperable architec-
tures. It should be noted however, that the
placement of a particular service in one of the
three layers is not strict: the advancement of
technology causes services to move between
layers.

Hence, existing and emerging digita library
technologies provide a promising approach to
the complex problems involved in the devel-
opment of the healthcare information infra-
structure. They have been used in the design of
a reference architecture to enable the provision
of integrated user-oriented telematic servicesin
the healthcare network of Crete, which is cur-
rently under development.
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Fig. 3: The reference architecture designed for the provision of integrated user-oriented telematic services in the healthcare

network of Crete.

4. Thelntegrated Healthcare Networ k
of Crete

4.1 Elements of the Reference Architec-
ture

Information technology planners use the term
architecture to refer to abstract technical de-
scriptions of systems which, instead of includ-
ing the level of detail needed for construction,
are conceptually-based and provide the basic
framework for the creation, movement, distri-
bution, use, and management of information
[75,76]. A reference architecture model de-
scribes a system in terms of basic functional
elements and the interfaces among them. It
clarifies where protocols need to be defined
and identifies groupings of functionality, with-
out implying a specific physica implementa-
tion.

The reference architecture for the regiona
network of Crete appears in Fig. 3. The appli-
cation layer of the reference architecture shows
the multiple points of access to the information
space, contributed by clinical and administra-
tive information systems, user-oriented serv-

ices, etc. Besides providing points of access to
the information space, some of these applica-
tions are also information sources. Specific
applications employ DBMS to store various
information objects, such as multi-dimensional
image data, text, audio, video, etc. and appro-
priate interfaces for data acquisition from
medical modalities that provide data and image
collection services. Effective information ac-
cess involves rich interactions between users
and information residing in diverse locations.
Users seek and retrieve information from the
sources and use various tools to browse, ma-
nipulate, reuse, and generally process informa-
tion. Currently, the WWW is moving to an
obj ect-oriented environment (OMG CORBA or
ILU) for better services and flexibility in add-
ing new services. The web approach provides a
simple way and interface to access multimedia
data and to query and browse the information
SOurces.

Individual clinical information systems are
associated with their own data model and user-
interface. Dedicated applications or applica-
tion components provide user-oriented serv-
ices, a customizable point of access to the in-
formation space. User-oriented services may be
considered as the means to facilitate secure,
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task-specific information access through meta-
data and agent-based technology. This ap-
proach places user-oriented services one level
higher than information systems, which are the
sources of information. Nevertheless, in Fig. 3,
user-oriented services appear in the application
layer, to emphasize their role as an access point
to the information space.

In the middleware layer of the reference archi-
tecture, key services support several aspects of
user interaction with the information space.
According to the Headlthcare Information Sys-
tem Architecture European prestandard of
CEN [CEN95], two classes of components are
identified in the middleware layer of any
healthcare information framework, namely
Healthcare-related Common  Components
(HCC) which support the applications with
services relating to the particular activities of
the healthcare domain, and Generic Common
Components (GCC), which support the appli-
cations with genera-purpose facilities, com-
mon to any information system in any type of
business domain. Extending the approach pro-
posed by CEN, we are considering generic and
domain-specific middleware services, which
employ metadata and agent-based technology.
Metadata (semantic mapping) services provide
the framework for the support of meta
information related to content, provenance,
form, functionality, and usage statistics [58].
Meta-information is needed not just to support
integration across disparate sources and serv-
ices, but just as importantly, to support a num-
ber of other activities in an information work-
space including selecting, understanding, util-
izing, and remembering sources and their con-
tents. In the adopted reference architecture,
generic services facilitate the use of various
forms of metadata in the context of the global
healthcare domain reference model, discussed
in section 4.2.2. Naming and index-
ing/searching services are essentia for the effi-
cient retrieval of objects. Examples of such
services are: Handles [38], DNS (Domain
naming Service), CDS (DCE naming service),
and CORBA name services [21]. An dterna-
tive would be to use global naming services
(unique object identifiers) for accessing vari-
ous objects. In the reference architecture, ap-
propriate agents will help users search for ob-
jects using the metadata, naming and index
services offered by the architecture.

Access to the content maintained by informa-
tion systems in different authorization domains
must involve secure mechanisms to browse and
use data. The strict security mechanisms re-
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quired in the healthcare domain necessitate the
synergy of healthcare specific services such as
authorization services, with generic services
such as authentication and encryption services.
The healthcare-specific patient tracking service
employs generic directory, naming, event, and
logging services to keep a consistent view of
the patient record segments maintained by het-
erogeneous autonomous information systems
region-wide. Standardized directory services
that are being considered are LDAP and
CORBA-based.

Terminologies, vocabularies, and thesauri are
important in healthcare. There is a number of
on-going standardization efforts regarding
clinical vocabulary, including the HL7 initia-
tive. Therefore, terminology-mapping services,
which map one terminology standard to an-
other, need to be established. In the context of
the reference architecture, terminology services
offered by terminology servers supporting
evolving standards such as ICD10 and UMLS
[33,48], will help hedthcare professionals and
researchers retrieve and integrate electronic
biomedical information from a variety of
sources. The UMLS project of the National
Library of Medicine develops machine-
readable ‘Knowledge Sources' that can be used
by a wide variety of application programs to
overcome retrieval problems caused by differ-
ences in terminology and by the scattering of
relevant information across many databases.
The godl is to make it easy for users to link
disparate information systems, including com-
puter-based patient records, bibliographic da-
tabases, factual databases, and expert systems.

The infrastructure layer provides the basic
technological facilities (hardware and software)
enabling the proper functioning and interac-
tions of the various components. Sample serv-
ices provided by this layer relate to media syn-
chronization, media selection, and quality of
service guarantees. Because bitways support a
variety of applications, each based on different
standards for what the user finds acceptable, it
is usually assumed that bitways provide vari-
able QoS (a different QoS to each application)
[44]. Quality of service guarantees assumes
that resources are expensive and need to be
conserved. Therefore, resource-allocation,
pricing, and billing mechanisms are necessary
to adjust resources such as bandwidth, buffer
space, etc. to the specified QOS.

Generic and healthcare-specific protocols are
used for the communication among the compo-
nents of the architecture. Generic protocols for
communication include SQL, Z39.50, HTTP,
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and DIENST, while DICOM 3 [17], HL7 [28],
and EDIFACT are healthcare-specific. The
protocols are used to interact with various da-
tabases. Some of them are legacy databases,
which have to be integrated seamlessly into the
overall architecture. Furthermore, CORBA,
CORBAmMed, and other healthcare-related
standards, provide the necessary framework for
the seamless interworking of generic and
healthcare-related services, thus ensuring an
open and extensible framework that conforms
to standards and supports evolvable and cus-
tomizable user-oriented services.

411 Applying the Reference Archi-
tecture: A Possible Scenario

The reference architecture employs agents,
metadata, intelligent retrieval strategies, and
middleware services to provide user-oriented
services. The user only needs to contact one of
the task agents, which communicates (using a
protocol like CORBA) with other specialized
agents to get al the information needed to ful-
fill the user request. Specialized middleware
services or agents provide directory informa-
tion, information about available hospitals and
patient records, doctors, expense coverage by
insurance policies, existence, use and prices of
drugs, etc. Most of this information, like the
electronic patient record data, are not present
0n one server, so an agent may have to find the
involved healthcare organizations and send
them individual requests, using a protocol like
CORBA (seeFig. 4).

Fig. 4: An integration technology like CORBA will be
utilized to integrate information sources.

To further illustrate the use of the reference
architecture as the means to redize the
healthcare information infrastructure, we will
describe a healthcare scenario, which involves
patient-data, resource, educational and collabo-
ration services. Consider a medical practitioner
located at a remote site facing a difficult case.
The practitioner examines the patient and cre-

ates a patient folder in the primary healthcare
information system. Although past medical
history is not available, the patient recalls vis-
iting other regional healthcare centers.

The practitioner needs to locate and view the
virtual patient record of the patient. Based on
the information in this folder and his current
observations, relevant data from past
healthcare episodes are retrieved and organ-
ized. The practitioner reviews the retrieved
information, and sends e-mail to the doctors
that treated some of the encounters. The infor-
mation on the retrieved records is alarming,
therefore, the practitioner decides to consult an
expert. The practitioner through a resource
service, views the list of available experts, and
holds a consultation session with one of them
using a user-oriented collaboration service.

Fig. 5 shows the partial execution of this sce-
nario in the reference architecture. When the
practitioner enters the visit record, the interface
agent associated with the system asks whether
the retrieval of similar cases might aid the di-
agnostic process. Upon a positive answer ap-
propriate task agents are contacted. The task
agents use terminology, metadata (HRDM),
and directory services to determine the relevant
information sources. Appropriate queries are
placed, and the results are filtered through in-
formation agents. The interface agent presents
the user with the list of similar cases. Based on
the retrieved cases, the practitioner may contact
via email the treating physician of a case, or
choose to book a teleconsultation session with
afield expect.

PatlentVlst
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Creation of Visit Record | .-
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Inte'fa:eAgmt Presenlal\on
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Informauon Ana\yssand Filtering
agems ol Results
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¢ of similar cases

Diagnosis
Determine Treatment

Fig. 5: User-oriented services will employ agent-based
technology, metadata, middleware services, and intelligent
retrieval strategies to aild medical professionals in patient
management.
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4.2 Evolution of the Healthcare Network

The Center for Medical Informatics and Health
Telematics Applications (CMI/HTA) of the
Institute of Computer Science (ICS), Founda
tion for Research and Technology - Hellas
(FORTH), isinvolved in the development of an
integrated healthcare network in the region of
Crete (Fig. 6), which can serve as a model for
national and transnational healthcare networks.
Related research and development activities
focus on the intelligent management of medical
data in distributed multimedia databases, the
real-time resource management in regiona or
national healthcare networks, on methodolo-
gies and architectures for the integration of
heterogeneous information systems, the proc-
essing and analysis of multimedia medical data,
particularly 2D and 3D images, and the index-
ing and retrieval of medical images based on
their content. Additional research effort is fo-
cused on developing explicit models of the
underlying workflows in the various environ-
ments (hospitals, regional healthcare networks,
Internet) required for the optimization of the
process of information distribution, thus im-
proving the availability and accessibility of
patient data.
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Fig. 6: Topology of the Regional Healthcare Network of
Crete.

In this context, a number of autonomous appli-
cations have been developed to address spe-
cific needs of the heathcare domain. These
applications include: a) clinical information
systems, b) cooperative working environments,
and c) added-value services. Individual systems
were initially developed as standalone applica-
tions with minimal attention given to integra-
tion, reusability, and distribution issues. In the
current context of the integrated heathcare
network of Crete, which is under development,
these systems are gradually integrated in the
proposed reference architecture utilizing com-
mon components and services. Hence, the issue
of integration and interoperability of heteroge-
neous autonomous distributed systems (HADS)
is addressed in a generalized framework de-
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fined by digital library technologies. In this
way, a regional digital library providing user-
oriented services using metadata, middleware
services, and agent-based technology, will
evolve out of heterogeneous autonomous dis-
tributed systems.

In the following sections, we overview the bit-
way and middleware services currently under
development, we describe our approach to the
adoption of agent-based technology, and out-
line the basic features of some of the applica-
tions and enabling services currently under
various stages of development in our Center.

42.1 Bitway services

Bitway services provide the capability for dis-
tributed searching and retrieval based on QoS
(quality of service) as defined by users, as well
as mechanisms for efficient usage of resources
such as processing power, 1/0O and memory in
the servers, and bandwidth and network buffers
[19,60]. Important considerations in designing
novel performance-based architectures include
response time in obtaining the objects of inter-
est, and quality in viewing multimedia objects.
This implies a careful study of performance
issues and dynamic routing of user requests to
obtain the relevant documents. The architecture
has to support mechanisms for adaptive (based
on demand) replication of meta-information,
indexing information, etc. Replication also
includes mechanisms for caching.

165 FORTH frabala® ——

“ICS FORTH isnogeod® &—

105 FORTH pleiades" —<— |

Fig. 7: Number of requests versus elapsed time to each of
the 7 DIENST servers. The hosts on which the DIENST
servers reside are shown (ICS-FORTH:hostname).

Currently, we are using a testbed based on the
DIENST system services for research and de-
velopment in the following areas. performance
management, load balancing of requests, scale-
able indexing architectures and QoS in
searching and presentation. A testbed of 7
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DIENST serversis being used for experiments.
Fig. 7 shows the load (requests per hour) on the
DIENST servers over half a day. Such per-
formance metrics will be used for load balanc-
ing user reguests in the healthcare network of
Crete.

422 Middleware services

In the middleware layer of the reference archi-
tecture, severa vital services are at various
stages of development. These are briefly de-
scribed in the sections below.

4.2.2.1 Healthcare Domain Reference Data
Model (HRDM)

Integration of information and knowledge from
different sources is becoming increasingly im-
portant and remains one of the most intensely
contested information technology issues in the
international research arena [4,54,61]. A
promising approach to the problem of har-
nessing disparate information sources is to em-
ploy meta-level descriptions of the information
sources. As proposed in [30,31], gaining con-
trol of an organization's information resources
at a meta-level alows autonomy of individual
systems at the data-instance level. The objec-
tive of the meta-model is to achieve enterprise
information integration over distributed and
potentially heterogeneous systems, while al-
lowing these systems to operate independently
and concurrently. Hence, semantic
interoperability is ensured, since the requester
and the provider have a common understanding
of the requested services and data.

In the regiona network of Crete, the semantic
mapping of the diverse information sources is
based on the Healthcare Domain Reference
Data Model (HRDM), a research prototype
under development in our laboratory [51]. The
HRDM provides an extensible meta-model of
the information that is maintained by the par-
ticipating HADs. This information facilitates
semantic mapping of the component informa-
tion systems through a global data model.
Thus, the relevant data may be configured dif-
ferently at different locations and can be se-
mantically mapped onto a common model,
before they are presented to the user. As the
information model of new information sources
isintroduced, the HRDM is further expanded.

Given the proliferation of terminologies in
healthcare, the selection of a single terminol-
ogy globally applicable in al clinical domains
is an important problem. It is exactly this

problem that we are addressing with HRDM.
We alow each individual information source
(i.e. information system) to be optimized for
the specific needs of a single functional unit,
including adherence to the most appropriate
terminology standards. For example, it would
today be very hard to envisage a PACS system
not compliant to DICOM. In addition, by pro-
viding mechanisms (mapping services and me-
diator agents) for expressing the schemata of
individual information systems into the
HRDM, the latter will gradually evolve into a
meta-thesaurus maintaining the semantic inter-
relationships between various terminologies
and vocabulary standards. The dynamic exten-
sibility provided by the SIS (see later in this
section), on which the HRDM is implemented,
alows for additional information sources (and
therefore terminologies) to be expressed in the
HRDM. Therefore, semantic interoperability
between the relevant terminologies employed
by the various autonomous information sources
is achieved.
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Fig. 8: The basic entities of the Healthcare Domain
Reference Model (HRDM).
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As shown in Fig 8, the basic entities of the
HRDM are:

e Actors perform actions relevant to the pro-
vision of healthcare. An actor may be a
person, a group of persons, or an ingtitu-
tion. An actor may be located anywhere
and be responsible for or own a number of
resources. Typical examples are: a physi-
cian, a nurse, a hospital, an insurance
company, etc. Note that an actor is not the
recipient of medical care.

e Object is the recipient of healthcare. An
object may be located at a specific site or
be assigned to an actor. Typical examples
are: a patient, a population, etc.

 Event is a series or a group of incidents
that change the state of the system. An
event happens at specific time and place
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coordinates, usually affects an object, and
may be handled by an actor or use a re-
source. Typical examples include medical
acts, diagnosis, patient admission, docu-
ment update, etc.

e Context is anything that occurs at certain
time and place coordinates and does not
affect the state of the system. Typical ex-
amples include a health condition, a dis-
ease, a symptom, an activity, etc.

e Resources include materials that are used
in the process of providing medical care. A
resource may be associated with a place
coordinate or be applicable to an object.
Example resources include medical
equipment, printers, drugs, and experts.

¢ Documents include information about or
results of medical procedures. A document
may also include information about an
actor (a person or institution) that is in-
volved in the process of healthcare provi-
sion. It may be in paper or electronic form
or even in the form of raw data as pro-
duced directly from medical equipment or
after some processing. Typical examples
are an image, a diagnostic report, an insur-
ance contract, etc.

¢ Coordinates specify place and time. They
may refer to an actor, an object, an event,
aresource, a context or a document.

Important categories of metadata that should be
described in the framework of the HRDM are
content, provenance, form, functionality, and
usage statistics [18]. Content refers to the in-
formation that is covered by the source, since
the breadth of information coverage may not be
the same for all information sources. Prove-
nance refers to the nature of the processes that
produced and/or maintain the various informa-
tion sources. Formisrelevant to the schema for
items contained in the source, including the
available attributes and the types of vaues
stored for those attributes. Note that, for the
same source, it is possible that multiple meta
data views to the underlying schema coexist to
facilitate alternative views to the information
space. Functionality refers to the supported
information integration services and medical
acts, with emphasis on the capabilities and
properties of the accessed services including
the kinds of the searches supported and per-
formance characteristics. Finaly, usage statis-
tics provide information about source usage
including previous use by the same user or
other users. These statistics are often more use-
ful if aggregated by categories of users or by
organizational or other hierarchical groupings.
The use of specific resources and services may
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be also logged, to permit the drawing of con-
clusions on the behavior of particular users or
user groupsin the course of amedical act.

Fig. 9: The X-Windows user-interface of the SIS, showing
parts of the HRDM.

The HRDM has been developed using the Se-
mantic Indexing System (SIS) [13]. The SIS is
a tool for describing and documenting large
evolving varieties of highly interrelated data,
concepts, and complex relationships. It consists
of a persistent storage mechanism based on an
object-oriented semantic network data model,
and a generic interactive user interface to insert
and retrieve information in various ways. The
SIS offers significantly richer referencing
mechanisms than relational or ordinary object-
oriented systems. Together with the very high
query speed aong references, these mecha
nisms allow the data and schema to be kept
redundant-free. One of the noteworthy features
of the SIS is its uniform treatment of data and
schema by the data entry, the query system and
the user interface.

The SIS data model is characterized by an un-
bounded instantiation hierarchy, multiple strict
inheritance (generalization), multiple classifi-
cation, and multivalued attributes which may
have their own attributes. The generic user
interface (see Fig. 9) supports menu-guided
and forms-based query formulation with
graphical and textual presentation of the an-
swer sets, as well as graphical browsing in a
hypertext manner. Menu items, menu layout,
and domain-specific queries are user-
configurable. A forms-based interactive data
entry facility alows for entering data and
schema information in a uniform manner. SIS
exploits widely self-adaptation to the schema
or meta-schema and it is customizable to appli-
cation specific tasks. Thus, applications can be
built without code writing. For heterogeneous
data-exchange, a configurable SQL-based tool
transforms views from RDMS into SIS repre-
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sentations and imports and updates these items
in an SIS database. The current version of the
SIS has been tested with a population of up to
5 million entities and references. Up to a total
population of 500000 references, no significant
influence of the population size on the query
speed could be measured.

4.2.2.2 Management of Medical Acts

Workflows are activities involving the coordi-
nated execution of multiple tasks performed by
different processing entities [25]. In the
healthcare domain, activities correspond to
worklists, tasks correspond to diagnostic serv-
ice requests, and processing entities are the
various autonomous information systems. Im-
portant requirements for the efficient and reli-
able operation of applications supporting
workflow management include deep under-
standing of the processes to model as well as
workflow implementation and automation. The
separation of work activities into well-defined
tasks, rules, and procedures alows for the
modeling of healthcare processes in a rigorous
and comprehensive way. This is a prerequisite
for a totally automated information system

[67].
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Fig. 10: Workflow management in an integrated hospital
environment.

In this context, a CORBA compliant Workflow
Management (WFM) agent that provides a
domain-specific middleware service for the
management of medical acts has been designed
and implemented. The WFM agent, shown in
Fig. 10, operates as a coordinator of Work List
Management (WLM) agents distributed hospi-
tal-wide [36]. The WFM agent maintains in-
formation on the services provided in the inte-
grated hospital environment and acts as a
gateway among heterogeneous information
systems. This domain-specific middleware
service enables clinical practitioners to know
what services are offered, in which department,
during what times, and who is responsible for
their execution. In addition, the WFM supports

a set of services capable of providing distribu-
tion of available services in the integrated hos-
pital environment, worklist decomposition and
routing, appointment reservation, as well as
report composition. The WFM aso keeps a
record of al the intra-hospital examination
request and report traffic. The WLM agents
cooperate with the WFM agent to coordinate
the execution of hospital-wide processes, such
as patient admission, placement and manage-
ment of diagnostic service requests to the ap-
propriate clinical information systems, etc. A
diagnostic service request can be either a spe-
cific medical examination or a set of medical
examinations (study). After the completion of
the examinations, which correspond to the
steps that compose the requested procedure,
the final report is constructed and transmitted
to al its recipients. The diagnostic service re-
quest is considered complete only after all re-
cipients  receive  the  report. The
CEN/TC251/WG4’'s MEDICOM standard has
been employed for medical imaging communi-
cations, and the Health Level 7 (HL7) standard
has been used for character-based, application-
level message exchanges.

4.2.2.3 Regional Healthcare Resources

A global resource database is being developed
as a domain-specific middleware service. It
maintains information on regiona healthcare
resources used in medical activities. Such in-
formation includes physical resources, such as
hospital departments, locations, medica mo-
dalities, mobile units and their characteristics,
etc., and human resources, such as healthcare
practitioners, including their roles, data usage,
and rights. It congtitutes a vital middleware
service used by a number of applications or
other services, such as a Prehospital Health
Emergency Management System, a CSCW
environment, an asynchronous teleconsultation
component, etc., described in the sections that
follow.

4.2.2.4 Authorization and Security services

The definition and control of the authorities of
individual users in the execution of various
medical acts aswell asin accessing parts of the
patient record, represents a major concern in
the healthcare environment [57,73]. In fact,
besides the need for supporting the diversifica-
tion of roles and responsibilities which is typi-
cal of any large organization, additional ethical
and legal aspects can be identified in the
healthcare domain due to the nature of the
managed information. On the basis of such
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considerations, two fundamental and comple-
mentary needs can be identified for any
healthcare information system: a) the security
of the managed data and, b) the control and
monitoring of the actual authorizations for the
individual users executing certain tasks on the
system.

The authorization, authentication, and encryp-

tion middleware services of the architecture

aim at supporting this specific need by provid-
ing:

¢ acomprehensive and consistent repository
where an authorized individual defines the
rules according to which the diverse user
groups and individual users may execute
the various functions provided by a system
(domain-specific authorization service).

e astandard mechanism according to which
data is managed by the overal system to
ensure an adequate level of reliability and
protection (generic authentication and se-
curity services).

4.2.3 Agent-based technology

Information is becoming increasingly difficult
for a person or machine to collect, filter, evalu-
ate, and use in problem solving. As aresult, the
problem of locating information sources, ac-
cessing, filtering, and integrating information
to support decision making, as well as coordi-
nating information retrieval and problem-
solving efforts has become a very critical task.
In the context of digital libraries, agents have
been widely employed as a means of providing
assistance to users in the complex tasks of in-
formation tracking, filtering, and fusion
[6,39,59]. In the reference architecture of Fig.
3, agents are differentiated in terms of their
functionality and communications needs. Fol-
lowing the recommendation of [63], three types
of agents have been defined: interface agents,
task agents, and information agents. Interface
agents interact with the user, receiving user
specifications and delivering results. They ac-
quire, model, and utilize user preferences to
guide system coordination in support of the
user's tasks. Task agents help users perform a
task by formulating problem solving plans and
carrying out these plans through querying and
exchanging information with other agents. In-
formation agents provide intelligent accessto a
heterogeneous  collection of information
SOUrcCes.

As aready mentioned, the execution of general
healthcare processes involves the cooperation
of WFM agent with dedicated task agents
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which collect relevant information from the
user, in order to initiate, monitor, and control
the execution of atask.

4.2.3.1 Next Generation M edical Worksta-
tion (NG -MW)

It is often necessary to view the integrated
medical record of a patient in a variety of dif-
ferent ways, e.g. encounter-centered, problem-
centered, task-centered, patient-centered, and
as temporal snapshots. The use of anticipatory
computing in the design of the healthcare pro-
fessional workstation has been introduced in a
hallmark 1995 paper by Blois [26]. In this pa-
per, Blois challenged informaticians to devise
and develop a workstation that could predict
user needs and provide an environment that
knows about its users, their preferences and
what information they will need within a given
context [26].

Such a workstation is only beginning to be re-
aized. The NG-MW should use presentation
strategies, models of communication goals,
knowledge of the user’s current schedule and
context, and available resources to optimize
information transfer to a user. Specialized in-
terface agents should support access to context-
relevant views of the entire patient record, re-
gardless of whether the data were retrieved
from one database or a number of networked
information systems. The development of such
a medical workstation, incorporating appropri-
ate agent-based technologies, is an important
objective of our future work.

4.2.4 Clinical Information Systems

As far as the application layer of the architec-
ture is concerned, several clinical information
systems have been developed and utilized as
autonomous networked applications. Appropri-
ate extensions or modifications to these infor-
metion systems are currently carried out, so
that they are seamlesdy integrated to the pro-
posed reference architecture. The degree of
conformance to the reference architecture indi-
cates the capability of the information system
to be integrated, from both the functional and
information viewpoint, with the rest of the in-
formation systems. System conformance is
measured by the capability of an information
system to exploit, when necessary, one or more
of the common components specified in the
reference architecture. In the following para-
graphs, the basic characteristics and function-
ality of these information systems, currently in
the process of an incremental evolution to-
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wards this reference architecture, are pre-
sented.

Fig. 11: Typical screen from IMACS.

4.2.4.1 Image Management and Communi-
cation System (IMACS)

IMACS is an integrated system for image ac-
quisition, management, processing, and com-
munication. Using the DICOM 3 standard,
IMACS can acquire images from different di-
agnostic modalities. The system uses a multi-
media database management system to organ-
ize and manage data. Data is hierarchically
structured, by grouping patient-related muilti-
media data into objects such as exams, studies,
and acquired image sets, according to the
DICOM 3 standard. Its Distributed Hierarchi-
cal Storage Management (DHSM) [67] module
supports intelligent storage management, based
on predefined models (model-driven) or in
response to events (event-driven). In the
model-driven image management case, image
data are automatically moved downward the
storage hierarchy according to a Least Recently
Used (LRU) agorithm. By contrast, in the
event-driven image management case, the
DHSM prefetching agorithm identifies the
related patient data managed by the IMACS
system and selectively transfers them to the
appropriate server, so that they are available
during reporting together with image data gen-
erated by the current imaging procedure. In
addition to its use in a distributed hospital envi-
ronment for the management and communica-
tion of patient-related information, the IMACS
system is aso used as a Teleradiol-
ogy/Telemedicine system for inter-hospital
communication of multimedia medical data and
remote consultation. Specific common compo-
nents and middleware services are currently
being introduced to IMACS. Hence, it is being
converted from a vertically integrated applica-

tion into a horizontally integrated application
within the reference architecture.

4.2.4.2 Laboratory Information System
(LIS)

The Laboratory Information System (L1S) isan
autonomous application responsible for the
acquisition, management, and communication
of laboratory data. The IEEE MEDIX data
model was adopted in the design of this appli-
cation. Data acquisition is performed through
the standard RS-232C serial interface provided
by most laboratory instruments. After the nec-
essary two-phase validation procedure, for
eliminating transmission and data errors, data
are transferred into the patient record. LIS
eliminates the need for data re-entry in exami-
nation scheduling by employing domain-
specific services for the management of acts.
Thus, as far as functional integration is con-
cerned, LIS is compliant with the reference
architecture. Information integration will be
achieved by performing the semantic mapping
of its data model into the HRDM.

4.2.4.3 Intensive Care Unit Information
System (ICU IS)

The ICU information system, currently in its
later stages of implementation, is a CORBA-
compliant information system consisting of
three autonomous components. Each of these
components is responsible for managing differ-
ent data types. An integrated bedside display
for the practitioner is thus provided for viewing
patient demographic data, and vital signs of
both static measurements and continuous re-
cordings. Support is provided for severa
viewing modes. real-time data display, daily
overview, as well as for charting mode [36].
Functional integration of the system with other
autonomous systems (IMACS, LI1S) is achieved
by using the management of acts domain-
specific middleware service.

4.2.4.4 Prehospital Health M anagement
System

Even though the Prehospital Health Emergency
Management System (PHEMYS) [41] has been
designed as an autonomous system, it operates
in the context of the regional healthcare net-
work of Crete, where integration and
interoperability issues are of major importance.
In addition to the effective resource manage-
ment and efficient response to emergency
service requests, the PHEM'S provides medical
services for access to clinical multimedia data
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stored in patient records, for the acquisition of
vital signs and the selection and application of
predefined medical procedures. By means of
these services, clinical multimedia data from
the patient record archive, as well as currently
acquired vital signs and real-time pictures from
the scene of an accident, can be exchanged
between the hedthcare emergency unit, the
hospitals, the primary care centers, and the
mobile units. Locally stored predefined medi-
cal procedures are triggered automatically by
conditions resulting from the analysis of vital
signs at the assistance site or remotely by a
doctor at the Health Emergency Coordination
Center (HECC).

Cognition Knowledge
; [ procedural standards
(country-specific)
Agenda Reasoning
| ——  ActionPlan
Perception Action
A A I l -I

1 1 v v M
operational: medical: logging & operational medical
initial request vital signs archiving instructions instructions
resources multimedia
location patient data

Ref.: B. Hayes-Roth, Real-Time Systems, May 1990

Fig. 12: The perception-action paradigm is utilized in
prehospital healthcare emergency management.

The architecture of the system uses a percep-
tion-action paradigm illustrated in Fig. 12. Per-
ceived operational data may be incoming calls,
i.e. emergency service requests, but also infor-
mation about available resources or data de-
scribing the current location of mobile units,
patients, etc. Perceived medical data include
the acquisition of vital signs, biosignals and
patient image data, and retrieved clinical mul-
timedia data. The cognition component of the
architecture gives instructions and recommen-
dations based on the perceived information and
knowledge about operational and medical pro-
cedures stored in ruled-based systems and
more sophisticated knowledge bases. Typical
problems to be solved by the cognition compo-
nent are the efficient and effective management
of resources under dynamically changing con-
ditions or the determination of the adequate set
of therapeutic or life-saving actions, triggered
by continuously acquired vital signs. Finaly,
operationa actions include, for instance, the
allocation of resources such as mobile units,
the exchange of operationa instructions be-
tween the HECC and the mobile units, and the
maintenance of the emergency episode archive.

The PHEMS is being developed in compliance
with the reference architecture and employs
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agent-based technology and domain-specific
middleware services for authority assessment,
resource availability and alocation, patient-
tracking, etc.

4245 Primary Healthcare Center Infor-
mation System

Primary Hedthcare Centers (PHC) play an
important role in the provision of healthcare
services within integrated regional healthcare
networks. The CMI/HTA in collaboration with
the Department of Social Medicine of the Uni-
versity Hospital of Heraklion and users from
severa primary healthcare centers on the is
land, is developing an integrated PHC infor-
mation system for collecting, managing, ana
lyzing, and communicating healthcare infor-
mation generated at a PHC. The system, which
manages a segment of a patient’s record, is
being developed with adherence to relevant
standards, e.g. ICD-9 and ICD-10 for classifi-
cation of diseases, DICOM 3 for image man-
agement, SCP-ECG for ECG management and
communication.

Added-value user-oriented services are also
being developed, utilizing the global data pro-
duced at the primary healthcare level, to allow
for the assessment of the health status of the
population and the early identification of
healthcare problems. Furthermore, generic
middleware services for messaging facilitate
the communication of patient data to medical
assistance companies and other healthcare ac-
tors. The PHC information system employs
domain-specific terminology, authorization,
patient tracking, and resource services, and
domain-independent messaging, authentication,
and encryption services. The uniform view of
the patient record will be accomplished
through the domain-specific semantic mapping
service.

425 User-Oriented Collaboration
Services

4.2.5.1 Asynchronous Teleconsultation

As part of our effort to develop generic and
reusable tools, a domain-specific multimedia
communication component, supporting remote
opinion request, has been developed. As are-
sult asynchronous teleconsultation is facilitated
through generic and domain-specific middle-
ware services, which facilitate the exchange of
multimedia medical data as Messaging Appli-
cation Programming Interface (MIME) attach-
ments over the Simple Mail Transfer Protocol
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(SMTP), utilizing generic encryption and
authentication mechanisms.

Annotation
Service

image
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results g
images
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Fig. 13: Workspaces facilitate the integration of web-based
medical services.

4.2.5.2 Web-based Collaboration Services

In the regional healthcare network of Crete,
autonomous image repositories are gradually
evolving, as users submit interesting medical
images and related patient data. In this context,
user-oriented services supporting collaboration
are provided to authorized users through an
unmodified web browser. Web-based services
are integrated in the sense that both asynchro-
nous collaboration through e-mail, postings,
and shared workspaces, as well as synchronous
collaboration through an on-line collaboration
forum are facilitated (see Fig. 13). Further-
more, the presence of an Internet gateway leads
to other regional networks and the Internet.
The gradua integration of domain-specific
middleware services will facilitate the discus-
sion of medica cases and promote remote
opinion reguest and teleconsultation in a flexi-
ble environment [11].

Shared Workspaces. Shared workspaces sup-
port the asynchronous cooperation of author-
ized users and service integration by providing
secure and transparent access to a heterogene-
ous data collection, anytime and anywhere
browser software and a network connection are
available. This data collection includes service
results and multimedia data objects (images,
voice, video, patient exams, annotations, etc.)
that were inserted by the users sharing the
workspace. Thus, multiple users may collabo-
rate over a workspace, sharing material of
common interest. Workspaces persist between

user sessions, among services, and among us-
ers. All users connected to a specific work-
space are notified of workspace updates as they
occur and may inspect the property sheet of a
workspace object that includes its author, the
date it was last updated, and a brief descrip-
tion.

Annotation Service. The objective of the an-
notation service is to provide healthcare pro-
fessionals with the ability not only to access
medical image collections, but also to interact
with imagery, creating, viewing, and communi-
cating notes on groups of images and related
patient data. The purpose of an annotation is to
provide arich way for users to express a com-
ment, a refutation, a correction, or a confirma-
tion through a generic annotation format (see
Fig. 14). An annotation may include graphics
and text grouped into multiple overlays. Fur-
ther more, an annotation may be associated
with various media types such as images, text,
sound, hypertext, and video. The annotation
service allows users to collaborate over groups
of diagnostic images and related patient data.
Hence, medical specialists may create annota-
tions for their private collections, discuss them
using e-mail, or use them in discussion forums
and on-line collaboration sessions. Further-
more, the administrator of a site may browse
annotation postings, select interesting ones, and
link them to selected medical images.

Detail
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Notation
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parts of an image annotation:
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1 notation text - text notation frequently
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0 overlay - group of details and notation [ ) -
b e
texts . -
| pointers - related items . Similar cases
0 annotation message - accompanying
text Pointers

Fig. 14: The generality of the annotation format enables
rich user-interaction with visual information.

On-line Collaboration. The on-line collabo-
ration service satisfies the need for a more di-
rect form of communication. Users share a
workspace and use an “on-line talk” facility to
discuss various workspace objects. In the
course of an on-line session, the joint annota-
tion of a group of images may be performed. A
new instance of the collaboration server is
launched, when an authorized user requests the
creation of a collaboration session bound to a
specific workspace. The contents of the work-
space at that time congtitute the conference
material, and the user that requests the launch-
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ing of the session controls the floor. All ex-
change of information passes through the
server, enabling the recording of the complete
session. Furthermore, snapshots of the session
may be stored in the annotation format.

4.25.3 CoMed: Synchronous Collabora-
tion in Medicine

CoMed [77] is based on a distributed agent
architecture that enhances the performance of
the shared window environment, offering short
response time and reducing network load. The
combination of data replication and a distrib-
uted agent architecture enables CoMed to make
efficient use of the network resources during
the conference, by transmitting only the events
that are actually needed to maintain consis-
tency among the various instances of the shared
workspace. As a result, CoMed operates suc-
cessfully in heterogeneous networks where
low-bandwidth networks may be connected to
high-speed networks (e.g. combinations of
Ethernet, ISDN, FDDI, ATM, etc). Unlike
other systems that require the group of partici-
pants to be known at the beginning of the con-
ference, CoMed supports the addition of new
members into the conference at any time.

A global authentication service supports public
and private (at various levels of privacy) tele-
consultation sessions, while image data integ-
rity is ensured by the use of standard digita
signature technology. Functional features ad-
dress specific requirements of the medical do-
main, such as the sensitive, unpredictable and
often urgent nature of medical consultations. In
addition to mechanisms that are responsible for
the management of the conference, CoMed
addresses pre-conference and post-conference
management issues. These include conference
scheduling and data prefetching, maintaining
conference proceedings, and broadcasting final
conclusions to participants and other author-
ized personnel after the end of the conference.
Through the gradual integration of middleware
services for resource, authentication, and
authorization, CoMed is evolving from a
standalone CSCW application into a domain-
specific common component that provides
functionality to the user not only as a user-
oriented collaboration service, but also as an
synchronous medical collaboration component
of the various clinical information systems.
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426 User-oriented Added-value Serv-
ices

4.2.6.1 DIPE: Image Analysisand Descrip-
tion Services

DIPE [78] is being developed to operate within
an integrated healthcare network as a domain-
specific added-value service, providing access
to high-performance computing facilities in
order to support computationally intensive im-
age analysis and visualization tasks. The main
features of DIPE include: computational re-
source management and intelligent execution
scheduling within a local or regiona network;
intelligent and customizable mechanisms for
the description, management, and goal-oriented
retrieval of image processing software mod-
ules, so as to ease the work of medical person-
nel; mechanisms for the "plug-and-play” inte-
gration of already existing heterogeneous soft-
ware modules; easy access and user transpar-
ency in terms of software, hardware, and net-
work technologies; and charging mechanisms
based on quality of service.

user response & dita

application
remote system

local system

Fig. 15: The distributed autonomous cooperating
architecture of DIPE.

DIPE is based on a distributed, autonomous,
cooperating agent architecture (Fig. 15). It is
designed so that it is modular, scaleable and
extensible, and it can be readily implemented
on different hardware and software platforms,
and over heterogeneous networks. The envi-
ronment consists of a functional core, which
ensures the persistent distributed execution of
image processing algorithms, and can be ex-
tended to support other added-value services
such as macros, resource management, algo-
rithm retrieval, charging, etc. The core of the
system consists of several communicating
components: user applications, execution
agents, pools of IP agorithms, and manage-
ment agents.
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4.2.6.2 1°Cnet: Intelligent image content
browsing strategies

I°Cnet (Image Indexing by Content network)
[50] is an on-going effort whose goal isto pro-
vide network-transparent content-based access
to medica image archives, as an Inter-
net/Intranet added-value service. Through a
standard Web browser, healthcare profession-
als will be able to interact with image collec-
tions, browse images similar to a query image,
compare these images to images from other
collections, and contribute their own images or
comments. Specific 1°Cnet services currently
avalable on the world-wide Web (WWW)
include image processing and feature extrac-
tion, content- and annotation-based search for
images and image-related information, and
authoring of annotations and image descrip-
tions. 1°Cnet is organized as a network of 1°C
servers and brokers. Each I1°C server distributes
its own set of services to the brokers, which are
responsible for updating the 1°Cnet service
directory. 1°C brokers maintain directory in-
formation and service profiles based on user-
feedback and access patterns and use this in-
formation to handle network-transparent serv-
ice requests.

The 1°Cnet description service enables users to
import an image and specify regions of interest
on it. These regions of interest may be drawn
manually or can be the output of an image
segmentation algorithm, which has been im-
ported from aworkspace. A number of content-
extraction tools are available to the image de-
scription service. Their objective is to help the
user improve the presentation of an image,
view its properties, and analyze its visual con-
tent. Using the 1°Cnet description service, users
are able to create a description of an image and
use it as a visual query in the 1°Cnet retrieval
by content service, to extracting similar images
for the I°Cnet databases. The I°Cnet retrieval
by content service alows users to retrieve from
a specific image class, images with a visual
information content similar to that of a visual
guery. Various forms of visua queries can be
supported in 1°Cnet through description types
that implement specific retrieval by content
strategies. A particular description type cur-
rently available on the Web provides a content-
based query by example. The user interface of
aretrieval by content algorithm is constructed
dynamically by the algorithm execution tool.
The result of a retrieval by content service re-
guest is a query object which includes the exe-
cuted query and its result. This query object
may be used to cache query results and, thus,
avoid re-execution of the query if the database

has not been modified since the last execution.
Furthermore, query objects may include user-
feedback provided in response to query results.
Hence, the system may gain information on the
perspective of each user, as well as genera
information on how each retrieval algorithm
works.

427 Discussion

The healthcare network of Crete provides a
framework for the development of a HIl. In
this framework, information systems are
sources of information, and tying them together
in an execution architecture is the challenge we
are currently faced with. The ultimate objective
of our effort is the provision of integrated user-
oriented telematic services and uniform access
to networked information sources. These user-
oriented telematic services in addition to pro-
viding customizable functionality to the user,
will serve as common components of specific
clinical information systems. To address these
requirements, a reference architecture has been
designed which will alow for the seamless
integration of information. Digita library tech-
nologies are employed in this framework to
provide the mechanisms for combining these
existing systems and services into a uniform
information space.

As stated in [53], there are five major dimen-
sions in information management. These are;

e management: management and organiza-
tion of information sources

e retrieval: information retrieval

e discovery: query formulation and refine-
ment

e interpretation: semantic interpretation and
visualization of queries and results

e sharing: information sharing and collabo-
ration.

Toward our goal of developing the HII for the
healthcare network of Crete, each of these di-
mensions is investigated using existing and
emerging digital library technologies. The ul-
timate objective is to facilitate the delivery of
integrated user-oriented telematic services,
through the meta-level description of the in-
formation sources and the mediation of appro-
priate agents.

5. Conclusions

The next generation of regiona healthcare
networks will provide integrated user-oriented
services based on autonomous and distributed
information systems, knowledge-intensive ap-
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plications, and large quantities of intelligently
managed multimedia medical data. A key
challenge facing system researchers and devel-
opers is to provide an architectural framework
for the emerging healthcare information infra-
structure, which would facilitate the integration
of existing distributed information resources
into what would appear to the users as a uni-
form and logica collection of information
sources, supporting diverse medical applica
tions and the provision of integrated user-
oriented telematic services. ‘The introduction
of such servicesinto routine clinical practiceis
a complex issue, whose successful resolution
will require the close cooperation of technol-
ogy providers and health care professionals.
Then, patients will hopefully also experience
the benefits of the above technological ad-
vances [50].

In addition to addressing architectural issues,
the realization of the Healthcare Information
Infrastructure requires that the networking in-
frastructure, which consists of wide-area com-
munications networks, wireless data networks,
and mobile communications networks, will be
further developed and integrated. Such an inte-
grated networking infrastructure should pro-
vide a high degree of protocol transparency, so
that both existing and emerging protocols can
be accommodated. Furthermore, clinicaly-
relevant user-oriented services provided over
the HII require that information sources, rich in
content, be made available and that they are
properly maintained and updated by autono-
mous healthcare information systems. Achiev-
ing these goals will largely determine the ex-
tent to which medical expertise and clinically
relevant information will actually become a
shared resource, wherever it may exist. When
this occurs, the healthcare sector will have be-
come an important domain in which the real
impact of the emerging global information so-
ciety will be assessed. It is our belief, that in
this setting, digital libraries will play a major
role as enabling technologies.

In this paper, we have presented the current
status of our work toward the development of
an integrated reference architecture for the
provision of user-oriented telematic servicesin
the region of Crete. In the development of the
regional healthcare network of Crete, emphasis
is given to the creation of a framework for in-
tegrated service provision using digital librar-
ies as the enabling technology. Advanced ap-
plications and software platforms, designed to
accommodate heterogeneous processing envi-
ronments and evolving user needs, are cur-
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rently at various stages of development and
have been described only as examples. Differ-
ent service types are also being designed and
implemented. These include: a) services for
dynamic content update, i.e. services that en-
able the seamless creation of an integrated vir-
tual patient record, b) collaboration services
(asynchronous as well as synchronous) that
provide teleconsultation and computer sup-
ported cooperative work between healthcare
providers at different locations, and c) added-
value user-oriented services supporting the
creation of innovative content (web-based im-
age annotation service), the processing of
medical images (DIPE), and the visualization
of information (NG-MW). The latter is of par-
ticular importance in the medical domain, since
the medical record has to support a wide range
of users with different viewpoints. Therefore,
the information contained in the electronic
medical record of a patient must be viewed in a
variety of different ways, eg. encounter-
centered, problem-centered, task-centered,
patient-centered, and using temporal snapshots.

In conclusion, the development of a HIl will
provide the environment for transforming un-
processed, unintegrated data into abstracted,
and therefore much more useful, information.
Our challenge for the future is to provide
healthcare networks with integrated content, to
manage this content and to make it easily ac-
cessible to various user groups. Finaly,
healthcare networks must be extensible and
must be allowed to evolve in terms of sup-
ported functionality, services provided, and
universal accessibility. An additional challenge
is not only to keep up with these devel opments,
but also ‘to be creative in using this emerging
information technology and telecommunica-
tions infrastructure to provide clinically sig-
nificant and cost-effective added-value telem-
atic services to the health care community,
while ensuring that the potential benefit to be
derived from technological advances aso finds
its way to the scene of an accident or the home
of patients and the elderly’ [ORPH96b].
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